Hardening email security with threat prevention platforms by Skogster, Anders
  





















School of Technology 














Language of publication:   
English 
Number of pages  
100 
 
Permission for web 
publication: x 
Title of publication  
Hardening email security with threat prevention platforms 
Degree Programme 
Master´s Degree Programme in Information Technology, Cyber Security 
 Supervisor(s) 
Karo Saharinen and Mika Rantonen 
 Assigned by 
Antti Lehtonen, Cygate Oyj 
 Abstract 
Most of today’s email traffic consists of spam, malicious emails and other unwanted 
emails. These emails will fill up the user’s mailbox, infect your computer and possible the 
whole network you are using. Cygate offers its customers in their product portfolio a wide 
range of different security platforms that can be used for identifying and mitigating threats 
on different parts of the network. 
Some of Cygate’s offered on-premises platforms for protection against the email attack 
vector were compared, a comparison of the threat identification, mitigation and important 
parts like, setting up the device, administration, logging, polling and cost and benefit ratio. 
The research was based qualitative research method, in more specific a collective case 
study. Key parts of the platforms were compared to each other and rated, from setup to 
cost/benefit ratio. The most valuable part of the study was the comparison of threat 
mitigation between the platforms, as Cygate can use the results in future projects. 
An understanding between the differences of the threat prevention platforms was 
obtained with the comparison. The capabilities of the platforms are also better known 
after analyzing the data and results. The results shows how the platforms positions to each 
other, in sense of what platform would suit which customer and environment. This is 
helpful and beneficial knowledge that can be used in future installations and even more 
helpful in coming assessments and discussions with customers on which platform to use. 
Similar projects could be done for other threat prevention platforms protecting against 
other attack vectors. The collection of the raw data and comparison process need to be 
refined in future projects. 
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 Työn ohjaaja(t) 
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 Tiivistelmä 
 
Päivittäisestä sähköpostista suuri osa koostuu roskapostista ja haittaohjelmia sisältävistä 
postista. Nämä sähköpostit täyttävät käyttäjän sähköpostilaatikon, tartuttavat tietokoneen 
ja mahdollisesta paikallisen verkon haittaohjelmilla. Cygate tarjoaa tuoteportfoliossaan 
asiakkaalleen valikoima tietoturvalaitteita, joilla voidaan tunnistaa ja estää tietoturvauhkia 
tietoverkon eri osa-alueilla.  
 
Cygaten tarjoamasta tuoteportfoliosta verrattiin kolme paikallisesti asennettavaan ja 
sähköposti-hyökkäysvektorin torjuntaan tarkoitettu tietoturvalaite kyky tunnistaa ja estää 
tietoturva-uhkia. Myös muut tärkeät osa-alueet kuten laitteen asennus, hallinta, lokien 
tuottaminen ja laitteen hinta-hyötysuhde verrattiin keskenään. 
 
Tutkimus perustui laadulliseen tutkimukseen, tarkemmin kollektiiviseen tapaus-
tutkimukseen. Tärkein vertailu tutkimuksessa oli tietoturvalaitteiden kyky tunnistaa ja 
estää tietoturvauhkia. Tutkimuksesta saatiin ymmärrys laitteiden välisistä eroavaisuuksista. 
Dataa ja tuloksia analysoimalla saatiin myös selville laitteiden rajoitteet ja toiminnallisuus. 
Tulokset näyttävät, miten laitteet sijoittuvat toisiinsa nähden, eli mikä laite sopii millekin 
asiakkaalle ja ympäristöön. Tätä kattavaa tietoa voidaan käyttää hyväksi tulevissa 
asennuksissa ja vielä sitäkin hyödyllisempää, käyttää tieto tulevissa arvioinneissa ja 
keskusteluissa asiakkaiden kanssa, mitä laitetta käyttää. 
 
Vastaavia arviointeja voidaan myös suorittaa muille tietoturvalaitteille eri hyökkäys-
vektoreilla. Raakadatan keräys- ja vertailuprosessit pitää jalostaa tulevia projekteja varten. 
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With the wide variety means of communicating over Internet, email is still the most 
used tool for communication, almost half of the world population sends/receives 
emails on a daily basis (The Radicati Group, 2017).  However, email being the most 
popular tool for communication it has its downsides. Looking at the statistics of 
Statista, their chart showed that of all world email traffic in December 2016 61.33% 
is spam (Statista, 2016). 
Email security has always been an issue with the attackers designing and creating 
malware, constantly finding new ways to deceit the identification of the malware on 
threat prevention platforms. This has led to a cat and mouse game between the 
malware and threat prevention developers. Unfortunately, the malware developers 
seems to be winning the game. One reason is for sure, that development and results 
concerning malware is more open. Vulnerability findings and malware development 
is shared in the malware community and anyone interested in the subject can 
contribute (Trend Micro, 2016).  Where again on the threat prevention side the 
vendors that develop new technologies are companies and their tools the company’s 
intellectual property that they do not want to share, because sharing would mean 
losing business and money. 
Most the emails arriving the email gateway of a company is spam or otherwise 
undesired. There is a need for a reliable device that can be trusted to filter undesired 
and malicious emails before they end up in the user’s mailbox. Even then, the users 
should have been educated on email security and how to recognize suspicious emails 
and not to open attachments or click on URLs of those that are suspicious. Also 
education how to react and do if you click on these malicious emails to avoid causing 
more damage. How can incoming email be trusted and not be of malicious type; the 
answer is, it cannot be. There will always be fraudulent and malicious emails passing 
through any number of security controls. It helps if the prevention platforms 
identifies and mitigates 99.99% of the malicious emails and the last 0.01% is 





There are numbers of companies that does research on the total number of emails 
and forecasts for the coming years. Just to give an idea how much traffic email 
generates, table 1 presents a report by Radicati Group Inc. that does quantitative and 
qualitative reports on different Internet based activity for example security, email, 
instant messaging (The Radicati Group, 2017) .  
The Radicati Group Inc. does statistical analysis, and once per year publishes a new 
report on email statistics. This year it is named “Email Statics Report, 2017-2021”. In 
that report, they estimate that the daily emails will grow accordingly to the table and 
chart below (see Table 1 and Figure 1). 
 
Table 1. Daily Email Traffic (The Radicati Group, 2017) 
Daily Email Traffic 2017 2018 2019 2020 2021 
Total Worldwide Emails 
Sent/Received Per Day 
(Billions) 
269 281.1 293.6 306.4 319.6 
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The same report estimates total of 3.7 Billions email users, meaning half of the world 
population. The chart shows how the estimated grow for 2017-2021 (see Table 2 and 
Figure 2) (The Radicati Group, 2017). 
 
 
Table 2. Worldwide email users growth (The Radicati Group, 2017) 
 2017 2018 2019 2020 2021 
Worldwide email users 
(both business and 
personal) (Millions) 
3718 3823 3930 4037 4147 




Figure 2. Email users growth (M) (The Radicati Group, 2017) 
 
 The report discusses email threats and reports that attacks are still growing although 
threat prevention is more effective than before. The most used attack is blended 
attack, where there can be multiple methods of delivering the malware. Blended 
attacks usually start with an email and then with user (victim) interaction for 
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1.1 Objective of the research 
The objective of the thesis is to create a more secure environment for handling 
incoming and outgoing email traffic. This will be achieved by implementing new 
threat prevention platform(s) in the existing or new email environment. 
Threat prevention capability is the primary objective of the thesis research, however, 
there are other factors as well; also, the cost and labor are to be considered. Is the 
most expensive platform the best? Alternatively, are similar results achieved with a 
cheaper one? Are the platforms easy to set up and administer for the device life 
cycle? In addition, other considerations will be in more detail in chapter 1.3 Research 
questions. 
In the thesis, three different vendor's threat prevention platforms will be compared 
on threat blocking performance as well a comparison on the other research 
questions. The platform was chosen based on what platforms Cygate offers customer 
as an on-premises hardware/virtual email threat prevention platform. All platforms 
have MTA capability so they could also be set up in a new environment without an 
existing email gateway. 
The author has been working with email gateways and security platforms for more 
than eleven years, and bringing an extra layer of security, be that physical or cloud 
based solution preventing threats in emails is the next step in stopping malware and 
cyber-crime on the email attack vector. 
For a theoretical basis, the thesis uses vendor documentation, white papers as well 
as Internet based writing. 
For the implementation part, the setup of the threat prevention platforms was 
placed and installed in Cygate’s environment and live email traffic streamed to each 
of the solutions for comparison purpose. The concrete results of thesis research were 
to be the comparison of the different vendor platforms on how they identify, 
mitigate and report threats. The other research questions were also to be assessed 
and rated. Cygate can use the results when making security proposals and new email 




1.2 Research method 
The research was based qualitative research method, in more specific a collective 
case study. The question is what would be the suitable threat prevention platform 
would be when threat prevention capabilities, price, vendor support, logging, 
reporting, administration and work setting up the vendor device are to be 
considered. The implementation could be to an already existing environment with 
threat prevention capabilities such as a second line of defense or an environment 
with no existing threat prevention capabilities. 
 
1.3 Research questions 
To benefit from the study and to produce something Cygate Oy can use, the 
following research questions were identified. The device/vendor needs to answer 
these questions: 
- how good is the device at mitigating advanced threats? 
- how much work is needed to set up the device? 
- how is the administration set up for day-to-day use? 
- what are the capabilities of the logs, reports and polling the platform? 
- what is the support level of the local vendor? 
- does the cost of the device sum up to capabilities? 
 
1.3.1 Threat prevention capabilities 
The most important requirement in this thesis research is the capability to mitigate 
advanced threats. . As live email traffic is streamed through the thesis research 
environment, there is not a 100% assurance all threats are mitigated. There is always 
a chance that there is a new virus, Trojan or some other malicious code sent in the 
mail body, attachment or as an URL in the email. By comparing the results, this study 
can establish which of the platform identifies and mitigates the advanced threats 
most efficiently. The research data for the three-vendor platform comparison was to 
be gathered from the device logs and then harmonized. The threat prevention was to 







- very good 
- excellent 
 
1.3.2 Work needed for setting up the system 
How much work and configuration is needed to get the system from factory default 
to the state it is blocking threats efficiently? The time in hours or days will not be 
recorded for how much is used on getting the system running but rather just rate the 
work needed using a five-level general scale: 




- very hard 
  
1.3.3 Administration of the device 
The administration of the device is important for Cygate. Cygate offers threat 
prevention platforms as a service.  In addition, Cygate ITOC or other specialists 
handle the change requests (Cygate, 2017). To minimize costs and work, the devices 
need to be easily administrated, and minimum effort should be needed to 
understand the functionalities. The rating was to be done using the author’s personal 
view of setting up the device in the thesis environment. The author has a long history 
with installing and setting up threat prevention platforms A five-level general scale 
also rates the administration of the device: 




- very hard  
 
1.3.4 Reports, logging and device polling 
To automatize alerts, ticketing, and only bringing up the vital information for Cygate 




be an important key feature when determine root cause for issues. It can also be 
regulated by a law, or the customer’s requirement that logs are stored for a certain 
period. The reports are a good tool to provide information about the platform and 
the environment to the customer. The reports can be used to determine if the 
system needs to be tuned in either direction, to tighten or loosen the security 
controls. The log, reporting and logging capability of the three-vendor platforms 





- very good 
- excellent 
1.3.5 Local vendor support 
As depicted from previous experience, good local vendor support is very important. 
The local team can help with issues and give good advice for setting up the system. 
The local team usually arrange workshops and give valuable training. The local team 
can also introduce new features and roadmaps. Local vendor support can also help 
and instruct in the local native language, which is a great advantage and helps with 
having less problems in miscommunication.  Most of the vendor platforms that 
Cygate offers and supports have local vendor support; however, there are also 
vendors lacking this support. A key aspect of the professional services, ITOC and 
other specialist that work with the specific vendor and platforms when a problem 
arises, is how fast the problem can be solved. If the service providers cannot solve 
the problem, they rely on the vendor support. If the vendor support is lacking or 
insufficient due to slowness or incompetence of getting the problem solved, the 
customer relations could be damaged. This type of issues can also lead to a situation 
that company elements that set up the platforms will start avoiding the use of the 
specific platforms and vendor. This rating will be more of a personal view on the 
vendor’s support capability as well as the author’s own history operating with the 
vendors. The author has personal experience of the support they offer and produce 




regarding issues or asking for help with their products. The vendor support will be 




- very good 
- excellent 
 
1.3.6 Cost of device compared to benefit 
The device price in the thesis analysis ranges from moderate to expensive. Can a 
device that is considerable more expensive make up for the price in performance and 
threat mitigation compared to the equivalent cheaper model? The rating here is not 
calculated with any formula but more using a personal view against the cost of the 









1.4 Structure of thesis 
The thesis is divided into four parts. The first part, starting with Chapter 2 goes 
through the theory of email, email security and attacks used in emails. The second 
part starting with Chapter 3 contains the actual research, introducing threat 
prevention types and the thesis research environment. Part three, Chapter 4,  
presents the results of the vendor platforms. In the final part, Chapter 5, the 





2 Theory background 
Electronic mail, better known as email, is built on two base pillars, RFC 5321 and RFC 
5322. The first, RFC 5321 SMTP protocol, explains how the message is transported 
over the network, and RFC 5322 Internet Message Format explains how the actual 
email is built; e.g. text, sender, receiver, subject and email body  The purpose of 
SMTP is to transmit mail reliably and efficiently over networks (Klensin, 2008). The 
email message IMF constrained of standards of the message syntax, describes how 
the IMF is composed (Resnick, 2008). There are several other RFCs that are needed 
for today’s email communications, such as RFC 5322 which takes no provision in 
sending other than plain text (ASCII), e.g. images, audio and other structured data 
are not covered in this RFC (Resnick, 2008). For other mentioned media in messages 
there are other RFCs, such as the MIME document series, RFC 2045, 2045 and 2049 
that explain the syntax for building messages, including images and audio (Resnick, 
2008).   
2.1 SMTP protocol 
SMTP protocol is based on the RFC 5321 and the RFC explains how to transmit mail 
reliably and efficiently over networks. One of SMTP’s most important features is the 
capability to deliver emails over networks. This feature is called SMTP mail relaying, 
which means that emails can be sent through relays and not just point-to-point, 
making it possible to send an email from one end of the Internet to the other using 
intermediate networks and relays in between. The SMTP protocol uses TCP port 25 
(Klensin, 2008). 
SMTP can also be secured by TLS, known as SMTPS. SMTPS uses the same TCP port 
25. TLS is used to protect the data flow of SMTP, meaning that the client and server 
can start their initial communication using TCP 25 on the application layer, initialize 
STARTTLS and after securing the communication channel they then start to transfer 
the data (Hoffman, 2002). 
SMTP is a text-based, connection-oriented protocol where the client communicates 




data stream channel, usually TCP. The SMTP sessions are built up on three 





MAIL is where the return path is established, also known as the return-path, mfrom, 
envelope sender or bounce-address (Klensin, 2008). 
RCPT is where the recipient of the message is established. This command can used 
multiple time creating multiple recipients for the same email (Klensin, 2008). 
The DATA part is where the actual content of the email is defined. The DATA part is 
divided into two parts, message header and message body. An empty line separates 
the header and body part. As from the example below can be seen, the subject is 
injected to the message header part followed by an empty line, and then the text is 
inserted to the message body. The DATA end is signaled by the ‘.’ (dot). The message 
can either be accepted or rejected after the end signal, depending on the email 
server settings (Klensin, 2008). 
Connecting to a mail server on port 25, the following commands to send an email can 
be issued. The same example is used as an example in 2.4.5 Spoofing. From the 
command/reply phase, all three parts are used to send a basic email. The 
communications starts with the command HELO. The HELO or EHLO is for the client 
and server to introduce themselves to each other. In this case the test 
communication introduces itself as “mailgw.test.fi”. 
HELO mailgw.test.fi 
MAIL FROM: therealpresident@usa.com 
RCPT TO: anders.skogster@cygate.fi 
DATA 
 





This is a test mail for Anders 
. 
Here is when it is used against an email server (see Figure 3). 
 
Figure 3. SMTP communication 
 
As can be seen, the SMTP commands were accepted, and the email was sent and 
received (see Figure 4). 
 
 
Figure 4. STMP communication result 
 
As can been seen from figure above the communication was successful and a 




successfully received because of how the email gateway was configured and same 
result cannot be guaranteed if sending through another email relay. The extra “prvs-
44a8670d=” in front of the sender is from a configuration called bounce verification 
option that is configured on the email gateway (Cisco, 2014).  
2.2 Message format  
The Email Message Format bases on RFC 5322 and describes all rules and regulations 
on how the message format should be composed, all from line length limits, header 
fields, body message syntax and much more (Resnick, 2008). The IMF consists of two 
major components, the message header and the message body. The header is built 







These are familiar to anyone who has composed an email. There are many more 
headers than these and one can create one’s own custom headers to store a value or 
trigger. These header blocks are used to get the email successfully delivered to the 
correct recipient, and to make sure that the recipient can respond to the email and 
that it finds its way back (Resnick, 2008).   
The body part is where the actual email message resides. The body part also contains 
a signature part on the bottom. The body part was originally designed for 7-bit ASCII. 
Later, the MIME standard was introduced enabling non-ASCII use. Modern email 
client allows the user to choose between plain text or HTML format in body.  The 
figure below shows Outlook options for the body format (see Figure 5). 
 HTML 
 plain text 






Figure 5. Outlook Body Format 
 
There are advantages of using HTML format, as pictures, HTML content, URLs, font 
styles and much more. The disadvantage of course is that the email is easier to use 
for malicious purpose as sending malicious URLs, abuse of HTML code (Resnick, 
2008).   
2.3 Types of attacks used with emails 
In the next part, attacks are introduced, that are encountered in the email attack 
vector. These type of attacks can be identified and mitigated with the email threat 
prevention platform. Attacks most likely to be encountered in the thesis research 








Spam is surely common to all email users. Spam is junk mail, i.e. emails sent in bulk 
to thousands of users promoting a site or advertising products. The email could be 
about “How to make money fast”, “Pills that will grow your..” and other great offers 
that are too good to be true. The reason why spamming still is an ongoing problem is 
that spamming is a way to make money. If same email to enough people, someone 
will visit the site, or buy the product (Hambridge & Lunde, 1999). Although most the 




there are also ways of making spam nasty. Spam can be infected with malware or 
malicious URLs can be inserted to a site that infects users’ computers, or so much 
spam can be sent that a volumetric attack is created. DEC (Digital Equipment 
Corporation) sales representative Gary Thuerk sent the first spam in ARPANET in 
1978. This spam was sent to approximately 400 ARPANET users (Luther, 2010).  
 
2.3.2 DDoS Attack (email bomb) 
Performing a successful DDoS attack today using emails is not an easy task. The 
emails are relative small in size, and emails gateways specialized in recognizing and 
dropping unwanted emails. It is still a possible and widely used email attack format 
because of its simplicity. If an organization or a company is using old technology and 
hardware the likelihood of getting successfully attacked is more likely (CERT, 2017a). 
A DDoS using spam/emails is known as email bomb. There are three ways to deliver 
an email-bomb (TheWindowsClub, 2017): 
 mass mailing 
 list linking 
 ZIP bombing 
 
In mass mailing, the attacker usually targets a single or multiple email addresses to 
mass mail. For sending the emails, zombie botnets are used (TheWindowsClub, 
2017).  
In link listing, known as “email cluster bomb”, the victim email address is signed to 
several email list subscriptions that the user then has to unsubscribe. The 
subscription process can be done manually or with scripts. Scripts, of course, are 
more effective. Most of the email subscription lists require the users to confirm the 
email, however, even these confirmation emails count as an attack 
(TheWindowsClub, 2017). 
Zip bombing, also known as zip of death is not a big threat for today’s threat 
prevention platforms due to their processing power and ability to recognize a zip 
bomb. The zip bombing bases on compressing a file containing millions and more 




also be used. The compression makes the file really small; however, on 
decompression, the file size is huge and requires from the threat prevention platform 
a huge load of free memory and disc space to handle the file. The decompression 
usually leads to a system failure due to insufficient resources to handle the file. A 
known example of the zip bomb is the file 42.zip. This file is a compressed file and 
contains 42,374 bytes of compressed data, in five layers of compressed zip files in 
sets of 16 as illustrated below (CERT, 2017a): 
16 x 4 294 967 295       = 68 719 476 720 bytes (~68GB) 
16 x 68 719 476 720      = 1 099 511 627 520 bytes (~1TB) 
16 x 1 099 511 627 520    = 17 592 186 040 320 bytes (~17TB) 
16 x 17 592 186 040 320   = 281 474 976 645 120 bytes (~281TB) 
16 x 281 474 976 645 120  = 4 503 599 626 321 920 bytes (~4.5PB) 
The bottom layer contains 4.3GB file and totals to 4.5 PB. The 42.zip can be 
downloaded at http://www.unforgettable.dk. There are even YouTube videos on 
uncompressing the 42.zip showing the Windows machine to crash. Just open 
YouTube and search for 42.zip (CERT, 2017b). 
2.3.3 Malware 
Malware can be broken down into multiple threats that can be delivered by emails 




 malicious URLs  
 
Computer viruses are very common and can be encountered on a daily basis in 
emails if not filtered. Now and then, a virus sneaks through the threat protection 
platform and causes trouble. The mission of a virus is to infect and replicate itself 
once executed. The infection usually means the virus inserting its own code in other 
programs. A successful virus is one that can infect the system, replicate itself and 




of an agenda: ransom, spying, sabotage, personal amusement, political agenda or 
other purpose. The virus business today is blooming and causes billions of dollars of 
damage annually. Constructing a virus today is very easy, no knowledge of coding is 
required. Tools can be used to modify existing viruses to a new variant and one’s 
own agenda can be inserted in it (F-Secure, 2017a). 
Trojan or Trojan horse are malware disguised to pose as valid software. In email- 
based attacks, Trojans are delivered as attachments and the malicious payload is 
executed as soon as it is opened. Trojans have a slightly different action or agenda 
compared to viruses. Trojans usually insert themselves to the system and work as 
backdoors to the infected system. Other actions can include (Kaspersky, 2017: 
 removing data 
 transferring data 
 modifying data 
 blocking data 
 interfering with network communication or computer performance 
 
Trojans cannot self-replicate as viruses and worms. There are many different types of 
Trojans and they have been categorized by the type of action they perform. These 
















Worm is a malicious computer program, the only purpose of which is to replicate 
itself and spread to other networks and computers. With the replication and 
spreading, the worm always create problems for the victim and network by 
consuming network bandwidth and computer processing power. The worms spread 




carry a payload for dropping onto the infected system. This payload can be a 
ransomware or some malware to create a backdoor to the system (F-Secure, 2017b). 
Malicious URLs are URLs that when visiting drop malicious content through exploits 
and vulnerabilities in a browser or browser plug-in. Once the malicious site has been 
entered, the site will collect as much data as possible from the victim. Based on the 
information the site will try to push a malware to the victim. Even a short visit to the 
compromised site can infect the computer even if links are not pushed, or nothing is 
done on the site. The malware will use the exploits and self-execute as soon as it has 
infected the system (Symantec.com, 2017a). 
 
2.3.4 Phishing 
Phishing is a targeted attempt to collect information and infect a victim. A phishing 
attack is usually a targeted attack at a certain group, company or even individuals. 
This also means the malware used is especially picked and chosen for the group, 
company or individual making the attacks more precise, and the success rate in them 
is much higher than with other attacks. Phishing also contains social engineering 
elements making the attack more personal. In phishing, there are several different 
types of phishing (PhishingBox, 2013): 
 spear phishing 
 clone phishing 
 whaling 
 
Attacks on individuals and companies are referred by spear phishing. Gathering of 
personal information is a pre-part of the attack (PhishingBox, 2013). 
In clone phishing the attacker clones a previously sent email and changes the URLs 
or/and attachments with malicious ones and sends the email again, claiming it as a 
resend because the previous email was missing some information (PhishingBox, 
2013). 
Whaling is where the attacker only targets users such as CEOs, executives in high 
posts or other high-profile users that can have valuable information to extract (Cain & 





In email spoofing an email is sent in someone else’s name. Email protocol does not 
have any means for authentication, so sending an email in someone else’s name is 
easy (Ferguson & Senie, 2000). Only access to an email server is needed and 
anyone’s name can be entered as the sender, e.g. taking a ‘telnet 25' connection to 
the email server. Below is demonstrated how it can be done: 
HELO mailgw.test.fi 
MAIL FROM: therealpresident@usa.com 
RCPT TO: anders.skogster@cygate.fi 
DATA 
Subject: presidential information 
 
This is a test mail for Anders 
. 
The SMTP communication was showcased in Chapter 2.1 SMTP Protocol. 
To make it even easier, one just needs to have an email client available to use for 
entering the sender, recipient, body text and attachments. 
Spoofing the client-IP is more tricky. The SMTP protocol is TCP-based, i.e. there is 
two-way communication, when setting up the connection. If the spoofed IP does not 
respond to the TCP session handshake, the connection is dropped (CERT, 2017c). By 
the use of software or services, you will be able to hide or change the IP. Some 
examples for hiding or changing IPs are the use of: 
 proxy-servers 
 VPN-tunneling programs e.g. NordVPN and F-Secure Freedome 
 network address Translation (NAT) 
 use of dark web, e.g. Tor and Freenet 
 
2.4 Email security in the future 
As already observed, more and more of the today’s email security and threat 




longer necessary; both email relay, and email security can be handled as a service 
from the cloud. All of the major vendors offer email MTA service as a cloud service, 
and the threat prevention can be handled in the cloud. One of the best-known cloud 
based email services is Office 365 email. Office 365 is Microsoft’s email service, i.e. 
the Exchange server in the cloud acts as a shared service from Microsoft. Microsoft 
also offers its O365 users Office 365 Advanced Threat protection. This offered service 
mitigates basic and advanced threats that targets the email users (Microsoft, 2017). 
The advantage of a cloud-based service is, of course, that there is no need to 
maintain any platforms or threat configurations. As a cloud resource and used as a 
service, the email service should always be available without interruptions. On the 
other hand, the responsibility of the threat identification and mitigation is given to 
an outside party. Of course, a hybrid solution can be run where email is handled in 
the cloud and all emails are relayed through the own threat prevention platform 
before the delivery to an end user (Coolhead Tech, 2014). 
The time for on-premises email threat prevention platforms is not over yet, however, 









The thesis research is conducted by building identical threat prevention setups.  The 
easiest way to achieve this is by setting up all the threat prevention platforms in 
parallel and sending the same SMTP traffic flow through each one. With this setup, 
all platforms will be exposed to the same flow, and threats and results are 




Figure 6. Basic principal of SMTP flow to threat prevention platforms 
 
The platforms are exposed to the same SMTP traffic for the duration of ten days, 
after which the data is collected and analyzed. The data consists of the platforms logs 
and reports. 
3.1 Environment 
For implementing the thesis research, three different vendor platforms were chosen 
from Cygate's product portfolio. Due to non-disclosure agreements between Cygate 




threat name or the vendor or platform name cannot be used in the thesis. Instead of 
naming the vendors and proclaiming which of the brands is the best, the focus is on 
the way threats can be identified and mitigated, and which of the platforms uses its 
functionalities best. The results are to be published without the vendor or platform 
name. 
3.1.1 Platform type, virtual vs. physical 
The platforms used in the environment are both virtual and physical based servers. 
Both virtual and physical based platforms have the same functionalities if comparing 
the vendor’s virtual version and physical version. For setting up the thesis 
environment, the virtual platform are much easier to set up. Below are some 
examples why (RoseHosting, 2016): 
- no need for rack space, power or cabling 
- no physical installation 
- evaluation licenses easier to obtain 
- backup snap shot easy to take and rollbacks are fast and easy 
- faster to deploy and decommission afterwards 
 
3.1.2 Mail flow 
The mail traffic used for the thesis research was from Cygate, i.e. in other words, the 
emails that were analyzed in the thesis environment were emails that was received 
by Cygate’s own email gateways. The emails were cloned on the incoming email 
gateway and sent to the three thesis platforms before any blocking decisions were 
made. The thesis environment platforms all received the raw flow of Cygate emails at 
the same time. The benefit of using real email flow instead of fabricated email flow in 
a lab environment is that the incoming types of malicious emails cannot be 
predicted, and they correspond to the current malicious emails used in today’s 
attacks. The email flow to the three vendors was carried out for the period of 6 June 
2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST. The mail flow for the specified period 





3.2 Types of threat prevention on platforms 
An email threat prevention platform can identify and mitigate threats with numerous 
technologies. Below, the most common ways of identifying malicious emails are 
listed. 
 antivirus scanning 
o one engine 
o multiple engines 








o on premise 
o cloud based 
 content filters 
o message filters 
o custom written triggers and actions 
 dictionaries and heuristics 
 outbreak warning 
 Data Loss Prevention (DLP) 
 domain Keys  and other signing keys 
o DMARC 




o personal signing keys 
 encrypted connections 
 bounce verification 
 mail-account check 
o verify against local database 
o check against LDAP or Active Directory 
o check against outside 3rd party database 
 
Most vendors use all the mentioned or a set of the mentioned technologies to 
identify and mitigate threats. For a vendor to stand out in the competition, they 
usually have a vendor-specific technology to make them “better” than the 





3.3 Focus on advanced threats 
As from the previous listing can be seen, there are many ways to identify and 
mitigate attacks. The three vendors chosen for the thesis research have their specific 
technology that makes them better than the others. The better part is biased, it is 
used by the vendors themselves and their own claims when comparing themselves to 
the competitors. With vendor-specific technology the study refers to the vendor that 
is be superior in sandboxing as the other vendor is more focused on IP/File/URL 
reputation. This also meant that comparing the results could be difficult. To even the 
game field, the study focused more on the vendor’s threat prevention ability to 
mitigate advanced attacks than mitigating spam. This means configuring all three 
vendors to focus on  
- malware 
- malicious URLS 
- sandboxing 
 
and to skip  
- IP-reputation 
- SPAM scanning 
- dictionaries 
- Domain Keys and other signing keys 
- mail-account checks 
- content filters  
- outbreak warnings 
- DLP 
- URL Categorization (to some part) 
 
The skipped protection types are common for a mail gateway serving as a front line 
MTA device. By skipping these types of protection, more hits on actual malware are 
gained, which makes the end-report more interesting. In addition, it helps with the 




4 Research results 
4.1 Vendor results 
All three vendors were exposed to the same mail flow of 30,476 emails between 6 
June 2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST. Below is a summary table of the 
findings (see Table 3). 
Table 3. Threat summary 
Time period 6 June 2017 9 p.m. EEST – 14 June 2017 9 
p.m. EEST  
Total emails: 30,476   
    
 Total Threats Malware Malicious URL 
Vendor 1 2,199 1,033 1,166 
Vendor 2 1991 816 1,175 
Vendor 3 1,328 1,046 282 
 
 
As displayed in Table 3, vendor 1 mitigates the most threats (in numbers), vendor 2 
and vendor 3 are behind it, vendor 3 even more than vendor 2. Going into a more 
detailed analysis, it can be noticed that the numbers are not that important. 
Different vendors mitigate threats in different ways, and the numbers cannot really 
be compared directly. A more detailed cross-reference between the three vendors 
can be examined in Appendix 1. 
 
The attack timeline can be viewed in Appendix 1 and the verdict of the 
corresponding vendor of the event. If one of the vendor rows is empty for a certain 
event, this means the vendor did not identify and prevent the threat that was 
identified and prevented by another vendor. It can be seen from the summary report 
that vendor 1 mitigated most threats, i.e. the other vendors have more blank rows. 
Appendix 1 illustrates that although vendor 1 had the most threat prevention it also 





Appendix 1 is in a CSV format, and the data table consists of ten fields separated by a 
semicolon ‘;’ as listed below. 
- Time 
- Filehash 
- Virustotal by Filehash or equivalent 
- Vendor 1 
- Vendor 2 
- Vendor 3 
- Attachment 




“Time” field refers to the timeline for the collection of the data for the thesis from 6 
June 2017 9 p.m. EEST to 14 June 2017 9 p.m. EEST. For every threat that was 
recognized there is an event available. 
 
“Filehash” field, the logs provided a SHA or MD5 filehash for the file if the verdict was 
threat. The filehash was used to provide a virus name (which is used in the 
“Virustotal or equivalent verdict” field) for the threat so the original, vendor-specific 
name could be hidden. Virustotal is a site owned by Google, and it can be accessed at 
www.virustotal.com. The site offers free online service to analyze files and URLs. 
After analyzing, the site will indicate what malicious content was identified and offers 
details about it. Filehash can also be used and that is the function used in the thesis 
to find an equivalent second-vendor threat name to mask the name of the original 
threat (Virustotal, 2017a). 
“Vendor 1”, “Vendor 2” and “Vendor 3” fields contains the vendor verdict of the 
threat. 
The “Attachment” field, if there was an attachment in the malicious email the 
filename or filenames will be listed in the field. 
The malicious URL or domain that was discovered in the threat will be inserted in the 
“Malicious URL” or domain” field. The “SMTP-From” field contains the information 
from who the malicious mail came from? This entry is easily spoofed but still 
interesting. 




4.2 Types of threats in the email attack vector 
In the 30,476 emails analyzed, there were several different viruses, Trojans and other 
malicious executables. Based on the results, most of the malware is Trojan. The 
attack pattern for the email attack vector is usually implemented in two ways: emails 
with malicious attachment or emails with malicious URLs. 




- emails with malicious URLs 
o full URLs 
o tiny URLs 
o spoofed URLs 
 
Besides these attack methods there could also be attacks using social engineering 
without any actual malware used.   
Looking into what kind of attachments are used for delivering malicious content, 
1,000 unique files were identified. Despite that, these files all had unique names, 





Below is a table of extension used in the files (see Table 4). 
Table 4. Threat attachments by extension 
Time period 6 June 2017 9 p.m. EEST - 14 June 
2017 9 p.m. EEST 
Total unique files: 1,000  
   
 Amount Percentage 
ZIP 767 76.70 % 
WSF 99 9.90 % 
PDF 49 4.90 % 
DOC 44 4.40 % 
DOCM 21 2.10 % 
JS 7 0.70 % 
EXE 4 0.40 % 
<none> 2 0.20 % 
JAR 3 0.30 % 
GZ 1 0.10 % 
DOCX 1 0.10 % 
RAR 1 0.10 % 
ARJ 1 0.10 % 
TOTAL: 1,000 100.00 % 
 
 
The most popular file extension as attachment is .zip as Table 4 displays. The other 
extensions are far behind in numbers. The explanation, why .zip was the most used 
extension or some other compressed file extension is quite easy. By compressing the 
file, the attacker tries to prevent any scanner from detecting the malicious payload. 
Then, when the user opens the compressed file, the malicious content is released 
and executed resulting in the user’s computer being infected and compromised. 
A content filter could be created, which would automatically block emails containing 
attachments with a risky file extension. By doing this, valid attachments that are sent 
could also be blocked. For example, Symantec has a list of risky extensions that could 





From all 1,000 unique files that were identified some the files used the actual naming 







The files were disguised to look as normal .jpg pictures but used an excess amount of 
dots after the .jpg…….. , and one ending as executable and the other a compressed 
.gz. By using the extra dots and depending on the client program for viewing and 
opening the actual email the real extension could be hidden because of the long 
name, or if the user just quickly looks at the file extension and only notices .jpg  
he/she might think it is harmless and therefore opens the attachment releasing the 
malicious content. 
To demonstrate this, a non-harmful .jpg with extra dots was sent to the author’s 
email accounts to demonstrate how the attachment looks like. 
 
 
Figure 7. Attachment disguised with dots – Outlook 
 
Outlook client does not really fool anyone. It can be clearly seen that the extra dots 
end in a .zip (see Figure 7); the same thing with viewing the email on the author’s 







Figure 8. Attachment disguised with dots using iPhone client 
 
When sent to a web-based client the .zip extension is not seen, not even when the 
mouse pointer is on the attachment (see Figure 9).  
 
 
Figure 9. Attachment disguised with dots using Webmail 
 
The email was also sent to Google mail, however, Google blocked the email: 
Remote Server returned '<[173.194.222.27] #5.0.0 smtp; 5.3.0 - Other mail system 
problem 552-'5.7.0 This message was blocked because its content presents a 
potential\n5.7.0 security issue. Please visit\n5.7.0 
https://support.google.com/mail/?p=BlockedMessage to review our\n5.7.0 message 
content and attachment content guidelines. c23si1135925lfh.577 - gsmtp' (delivery 
attempts: 0)>' 
Google blocked the email based on the compressed format (Google, 2017). the 
extension is renamed to ….aaa, the attachment is delivered; however, then again, the 
file is not “executable” anymore and will not automatically open in any program 




4.3 Vendor 1 
4.3.1 Summary 
Vendor 1’s device performed really well. The device identified overall the most 
threats, summing up malware and malicious URLs. Table 5 illustrates the Vendor 1 
email summary. 
Table 5. Vendor 1 email summary 
Time period 6.6.2017 9pm EEST - 14.6.2017 9pm EEST 
Total emails: 30,476 
 
   
    
 Total Threats Malware Malicious URL 
Vendor 1 2,199 1,033 1,166 
 
 
The findings between threats based on virus, malware signatures and sandboxing 
compared to malicious URLs were quite close. The sandboxing functionality on the 
device found 26 medium rated threats in processed emails. Vendor 1 used a pre-
defined URL database with URLs and domains to cross-reference to the ones found in 
emails. The result was good.  
The use of a URL database of course relies completely on the integrity and trust of 
the database publisher. 
4.3.2  Installation 
The device was easy to set up and the initial installation consisted of the following: 
- IP / mask / gateway 
- hostname 
- DNS / NTP 
- license 
 
The actual MTA and mail flow configuration was straightforward. There is 
comprehensive installation documentation available on the vendor website. The 




custom profiles based on multiple factors (sender, receiver and domain) can easily be 
assigned to do the desired scans. 
 
The device needs to be configured; it is not a plug and play device. After the set up 
and configuration it needs to be tested that it works in the desired way. There was a 
great deal of testing of the malware and malicious URL scanning settings to get to the 
best results when setting up the thesis environment for the actual analysis. 
Plenty of time was used to get the output in a good format and the logs and reports 
in such syntax that the three-vendor results could easily be compared to each other 
 
4.3.3 Administration, logging, reporting and polling 
Once all the initial setup and the actual MTA and mail flow setup was done, the 
device is easy to maintain. As long as there is no need to change the scanning 
behavior or new email domains needs to be added, the day-to-day administration 
stays minimal.  
Role-based administrators can be created for specific users on the device.  
Scheduled reports can be created and sent to different members of the organization. 
Moreover, all reports are customizable for creating multi-purpose report content. 
The device also supports SNMP queries and traps as well as sending the wanted log 









4.3.4 Malware prevention 
The threat findings were the results that were most valuable in this research. The 
presented malware findings are harmonized, and the malware name is presented in 
other vendor names such as Symantec, TrendMicro, Sophos and more. This will 
protect the identity of the vendor. If results were presented with the original vendor 
threat name, it would be easy to figure out the results of which vendors are 
introduced.  
Table 6. TOP 10 Malware - Vendor 1 
   
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST  
Total threats: 1033   
   
Malware Amount Percentage 
JS.Downloader.D 467 45.21 % 
W2KM_DLOADR.LRN 98 9.49 % 
JS_NEMUCOD.SMK17 79 7.65 % 
Trojan.Gen.7 69 6.68 % 
W97M.Downloader 41 3.97 % 
Trojan.Mdropper 35 3.39 % 
JS_NEMU.B2B35B1C 33 3.19 % 
TROJ_GENZM.F299E00FB17 30 2.90 % 
TROJ_IN.5BD4624C 29 2.81 % 
Trojan.Pidief.X 33 3.19 % 
Other 119 11.52 % 







Most of the malware identified for vendor 1 is within the list of top 10 threats. Only 
11.52% are not among the top 10. (Figure 10) 
 
 
Figure 10. Threat distribution – TOP10 - Vendor 1 
 
Some of the top malware is introduced in Chapter 4.6 ‘Top Malware discovered 
during research’. The full list of malware found by vendor 1 is presented in Appendix 
1. 
4.3.5 Malicious URLs 
Vendor 1 was good at identifying malicious URLs. The vendor identified 1,166 threats 
based on the malicious URL identification. In the conclusion part, the figures will be 
analyzed in more detail. The data for malicious URLs for vendor 1 is of basic content, 
the device only logged that the email contained a malicious URL and the URL domain. 
For deeper analysis of the malicious content, the log and quarantine configuration on 
the device should have been set up differently. This is discussed later in Chapter 6.1 





























Vendor 1 logged the domain for the malicious URLs, however, if several vendors 
identified the same malicious URL, Appendix 1 will contain the most detailed URLs 
available. From the 1,166 malicious URLs, there are only 189 unique domains. Below 
Table seven presents a breakdown of the domains discovered during the research. 
 
Table 7. TOP 10 Malicious domains - Vendor 1 
 
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST 


















An interesting detail is that most of the domains end in .com,  .ru or .cn, which 
means that the most of the malicious emails domains are registered as commercial, 
Russian or Chinese. (Table 8) 
 
Table 8. TOP 5 Top level domains - Vendor 1 
  
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST  
Total malicious URLs: 1166  
   
Top level Domain  Explanation Amount 
com Commercial 337 
ru Russia 255 
cn China 230 
club Brands, clubs, celebrities 110 
su Soviet Union 88 
 
For the full list of malicious emails, please look at Appendix 1. 
 
4.4 Vendor 2 
4.4.1 Summary 
Vendor 2 performance in overall was also very good. Vendor 2 identified threat 
emails the other vendors did not. Vendor 2 used virus engines, sandboxing and file 
reputation to identify threats in the email body, attachments and URLs.  
Table 9. Vendor 2 email summary 
    
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST 
Total emails: 30,476    
   
 
 
 Total Threats Malware Malicious URL 







The installation of vendor 2 threat prevention platform was easy. The installation 
guides from the vendor are well written and informative. By following the guides and 
documentation, the setup can be performed by a user not familiar with the product, 
however, familiar with similar technology. The basic setup can be done via a wizard, 
so getting the device installed in the network with basic configuration is really quick. 
Licenses were easy to obtain and install. Based on the purchased licenses, different 
threat prevention methods are “unlocked”. After setting up the basic network 
configuration, the configuration of the handling of the actual mail flow is started. The 
options for doing some nice tweaks and actions on the mail flow are really good. The 
downside is that a complex configuration can be created, and it could be hard to 
read and troubleshoot by another administrator. Vendor 2 configuration needed to 
be tested and modified several times, for an output that would be comparable by all 
three vendors. 
4.4.3 Administration, logging, reporting and polling 
The daily administration tasks on device are done to be easy, and the data is simple 
to read. There are pre-made administrator roles, read (no editing rights), write (can 
edit and save configuration) and views for different parts of the configuration, 
including mail tracking and the results for mail handling. The vendor has 
configuration tools and actions to satisfy even the most complex configuration 
setups. The vendor supports basic polling via ping or SNMP traps and/or queries. The 
vendor creates logs that can be forwarded with syslog or transferred via FTP/SCP for 
storing or deeper analysis. Automated reports with configured schedule can also be 
created and developed for different levels of administration.  
4.4.4 Malware prevention 
As with the previous vendor, the presented malware findings are harmonized and 
the malware name is presented in other vendor name such as Symantec, 
TrendMicro, Sophos and more. This will protect the identity of vendor. Vendor 2 had 




Table 10. TOP 10 Malware - Vendor 2 
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST 
Total threats: 816   
   
Malware Amount Percentage 
JS.Downloader.D 297 36.40 % 
W2KM_DLOADR.LRN 98 12.01 % 
Trojan.Gen.7 69 8.46 % 
W97M.Downloader 54 6.62 % 
JS_NEMUCOD.SMK17 46 5.64 % 
Trojan.Mdropper 35 4.29 % 
TROJ_GENZM.F299E00FB17 30 3.68 % 
TROJ_IN.5BD4624C 28 3.43 % 
Trojan.Pidief.X 33 4.04 % 
TROJ_GENZM.F299E00FI17 26 3.19 % 
Other 100 12.25 % 




Figure 11. Threat distribution – TOP10 - Vendor 2 
  
As can be seen from the table and chart (see Table 10 and Figure 11), most of the 


























of the malware is introduced in Chapter 4.6 Top Malware discovered during 
research, for the full list of malware found by vendor 2, refer to Appendix 1. 
 
4.4.5 Malicious URLs 
Vendor 2 had a good record on identifying malicious URLs. The vendor identified 
1,175 threats based on malicious URL identification. Vendor 2 identified the most 
threat URLs compared to the other vendors. In the conclusion part, a comparison 
with other vendor results is presented. All the identified malicious URLs are listed the 
in Appendix 1. Some of the malicious URL addresses are missing from the vendor in 
Appendix 1. This is due to some of the identification having logging configured 
differently than other threat identification. What can be extruded from the log is that 
the URL was malicious; however, no deeper analyze can be concluded. Same as for 
vendor 1 and vendor 3 if several vendors identified the same malicious URL, the most 
detailed one is listed. From the 1,175 identified malicious URLs, the URL or domain 
details are listed for 983. From the 983 URLs or domains, there are only 106 unique 
domains. Below (Table 11) is a breakdown of the domains encountered. 
 
Table 11. TOP 10 Malicious domains - Vendor 2 
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. 
EEST 



















Some of the same domains were encountered multiple times, as the table above 
displays. The reason why the same domain comes up multiple times also depends on 
how malicious URLs are sent. If a malicious email, for example 100 users are hit at 
the same time or in the timeline within which the data is collected with the same 
malicious content, the counter for that domain will go up with 100 since all the 
malicious emails are counted separately and handled in this thesis as a separate 
incident. (Table 12) 
Table 12. TOP 5 Top level domains - Vendor 2 
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. 
EEST  
Total malicious URLs: 1,159   
   
Top level Domain  Explanation Amount 
ru Russia 250 
com Commercial 196 
club Brands, clubs, celebrities 110 
su Soviet Union 88 
cn China 69 
 
 
In the top level domain breakdown, similar values are seen as in the earlier results. 
Vendor 2 identified the most malicious URLs with .ru and .com extensions. 
4.5 Vendor 3 
4.5.1 Summary 
Vendor 3 had the least hits on identifying malicious URLs but had the highest rate on 
malware identification. This is easy to explain because vendor 3 does not use the 
same tools to identify malicious URLs than the other vendors but rather relies on URL 
scanning, i.e. it scans what really is behind the URL rather than relying on URL 
reputation or pre-made URL databases on what is a good or bad URL. This can be 
seen in the low numbers of malicious URLs identified; however, it also means the 




behind the URL. In just labeling URLs malicious on reputation or pre-made URL 
databases has a bigger chance of resulting in false positives. The malware 
identification on the device was really good. (Table 13) 
Table 13. Vendor 3 email summary 
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST 
Total emails: 30,476   
    
 Total Threats Malware Malicious URL 




Of all the vendors, vendor 3 had the most straightforward approach on the 
installation. After the basic network setup, the actual mail flow rules on scanning and 
actions were easy to set up. On the downside, the flexibility and use of complex rules 
were not possible to achieve. This could lead to that the device is not suitable for all 
environments. There should be no problems to install the device in simple 
environments built with good practices. As in the other vendor devices, also vendor 3 
has good documentation on installation and administration of the device, the only 
problem is to find them. To obtain the documentation a registration with the vendor 
is needed, and even then, their portal is quite a maze. 
 
4.5.3 Administration, logging, reporting and polling 
The device administration is made simple, since there are not that many 
configuration options. Role-based administrators can be created so not every 
administrator has the same view and privileges. Also, polling and sending logs 
outside the box is possible; Syslog, SMTP and SNMP both traps and/or queries can be 
enabled. Events can be sent via http/https if needed, making the event handling 
better on this device than the others. The reports are visually really good and 





4.5.4 Malware prevention 
Vendor 3 hade the best malware identification of all the vendors. Looking at the TOP 
10 Malware table and figure (Table 14 and Figure 12) below, same Trojans malware 
is seen as before in the vendor findings. All the vendors had the same number one 
malware, JS.Downloader.D –trojan. It needs to be kept in mind that all vendors had 
the same identical mail flow so the lists should be quite similar. 
 
 
Table 14. TOP 10 Malware - Vendor 3 
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST 
Total threats: 1,046   
   
Malware Amount Percentage 
JS.Downloader.D 467 44.65 % 
W2KM_DLOADR.LRN 98 9.37 % 
JS_NEMUCOD.SMK17 78 7.46 % 
Ransom_.165681C8 66 6.31 % 
W97M.Downloader 41 3.92 % 
JS_NEMU.B2B35B1C 33 3.15 % 
Trojan.Mdropper 31 2.96 % 
TROJ_GENZM.F299E00FB17 30 2.87 % 
TROJ_IN.5BD4624C 29 2.77 % 
Trojan.Pidief.X 33 3.15 % 
Other 140 13.38 % 







Figure 12. Threat distribution – TOP10 - Vendor 3 
 
Some of the malware is introduced in Chapter 4.6 ‘Top Malware discovered during 



































4.5.5 Malicious URLs 
The TOP list of malicious URLs for vendor 3 (see Table 15) is completely different 
from the ones displayed earlier with vendor 1 and vendor 2. The vendor still 
performs quite good on identifying the malicious URLs. One of the strengths of 
vendor 3 is that it easily logged the complete malicious URL instead of just the 
domain and there is no need to pick the malicious URL data from several places. 
Another advantage of vendor 3 is that it analyzes the URL to the full, not only 
compares the URL to a known list of malicious URLs or the reputation of the URL but 
really scans the site behind the URL.  
Table 15. TOP 10 Malicious domains - Vendor 3 
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. 
EEST  
























Below is the breakdown in top domain level (Table 16). Most of the malicious URLs 
are registered as commercial or .club, i.e. brands, celebrity sites and different clubs. 
 
Table 16. TOP 5 Top level domains - Vendor 3 
Time period 6 June 2017 9 p.m. EEST - 14 June 2017 9 p.m. EEST  
Total malicious URLs: 282   
   
Top level Domain  Explanation Amount 
com Commercial 133 
club Brands, clubs, celebrities 112 
net generic, alternative to .com 9 
org organizations (non-commercial) 5 
in India 5 
 
Some new top domains entering the list with vendor 3 are .in, .org and .net.  
4.6 TOP Malware discovered during research 
In this chapter, TOP malware discovered in the research is introduced beginning with 
the malware that was number one for all vendors, JS.Downloader.D , what it is and 
what it does. Ransom.Locky is also discussed because it is linked to the 
JS.Downloader.D. The other malware is in no specific order.  
 
4.6.1 JS.Downloader.D 
JS.Downloader.D is a Trojan, first discovered in November 2016. The variation of this 
Trojan that was discovered by vendor 1 on June 12, 2017, which is in the same time 
frame as the data collected for this thesis. The creation of a new variable of an old 
virus is not trivial. There are pre-made tools for doing this. With a small variation in 
the malware and there is a brand new malware that could potentially be 
undetectable. In this case, the variant of the malware is not that hard to detect. 
The Trojan affects Windows operating system, and soon infects the system it 
downloads with executable malicious files and tries to execute them. Ransom.Locky 





Ransom.Locky is not in the top 10: however, it was mentioned in the 
JS.Downloader.D as one of the malware it tries to execute. Ransom.Locky was 
discovered in February 2016, and it infects Windows system. It is a Trojan that 
encrypts files in the infected system. It also places itself in the Windows registry so it 
runs every time the operating system is started. The Trojan does not encrypt the 
whole computer but targets files with a specific extension, the full list can be found 
on Symantec’s web page (Symantec, 2016a). Once the encryption is finished, it 
contacts a remote server and displays a ransom note for the user as the operating 
system wallpaper. The note consists of text like “all your files have been encrypted”, 
“decrypting of your files is only possible with private key” and of the instructions 
where and how to obtain this private key, i.e., purchasing the private key for 
decryption with bitcoins or other virtual currency. There is no guarantee that the 
private key works even if the ransom is paid. The encryption is done by RSA-2048 and 
AES-128 thus, trying to decrypt the files with computer power would take a long 
time. According to Digicert.com, breaking a RSA-2048 with normal desktop computer 
would take about 6.4 quadrillion years (Digicert, 2017. The only real option is that 
the user has backups of the files that can be restored, and in the future the user 
should have a threat prevention system in place to block future attacks. 
Ransom.Troldesh that is in the top 10 works as is Ransom.Locky. There is some 
variation in the ransom note; however, on the basic level it does the same: encrypts 




Trojan.Pidief.X is a PDF-based Trojan that allows on execution just to open the PDF 
document, download the PDF macro and execute a malicious malware. The Trojan 





W2KM_DLOADR.LRN is like the most of the malware on the top 10 list, a Trojan. 
More specifically a Trojan-downloader. Discovered on 13 June 2017, so again within 
the same time frame as the collected data. The Trojan affects Windows systems and 
it usually arrives as an attachment, usually a .doc file and on execution it will 
download files. If the download of the files is successful, the next step is the 
execution of these files. (Trend Micro, 2017). This Trojan is also known as 
W97M.Downloader by Symantec and is part of the Dridex campaign. This is a 
financial attack campaign in which in the Trojan was spread by millions of emails on 
daily basis in its peak in 2015. The Trojan’s target is banking credentials, and 
especially it targets users in the English speaking countries in financial institutions. 
The Trojan is very much alive and still active as can be seen from the data collected 




Trojan.Gen.7 is another Trojan. The GEN part in the definition means that that the 
Trojan is a generic variant and no specific definition for the Trojan has been created. 
This type of generic variant was discovered in the October 2017 and affects Windows 
system (Symantec, 2016d). 
 
4.6.6 Trojan-Downloader:JS/Locky 
Trojan-Downloader:JS/Locky is a Trojan-downloader that affects Windows system, 
i.e. it is a ransomware that encrypts the victim’s system and demands ransom for the 
decryption key. Depending of the variant of the Trojan, it encrypts the system files 
using AES-128 or RSA 2048-bit encryption algorithm. After encrypting the system the 
malware saves the text file demanding ransom or displays it as the background on 
the operating system. The ransom note contains the details for obtaining the 





W97M.Downloader.M is a Trojan-downloader found in December 2016. Its threat 
rate is very low. The Trojan uses a macro in Windows document to infect. After it 
executes, it will download a malware and execute it. When Symantec analyzed the 
downloaded file it contained Ransom.Locky  (Symantec, 2016c). 
 
 
4.7 Other findings 
From all the 2,494 entries in Appendix 1, only two false positives could be identified. 
A false positive in this case is a result where the device analyzes the email, 
attachment or URL, and the verdict is that the email is malicious. If the results are 
analyzed by a second or third party, and the verdict is clean, a or manual 
investigation on the email verdict states that it contains no threat, it is then a false 
positive. False positives are rare; however, they can impose a problem as they can 
stop legitimate emails from being delivered. Checking the false positives for 
malicious URLs would not have been a feasible task, as we do not have data on all 
malicious URLs attacks. In some cases the data field is empty or only domain data is 
available. 
The false positives found are:  
8.6.2017 16:41 1982b37775f50e653308808e0f80d037 Couliaaren..docx 
missarenbaly@gmail.com 208.70.128.176 
(Time, FileHash, Attachment, SMTP-From and Client-IP)  
and 
7.6.2017 20:07 7d5855214b4b68b21d03ef57cc8d6182 PO34216.jar 
mail@sawawada.com 84.38.129.169 
The false positive results were identified when searching VirusTotal with the 





Virustotal shows the hash 7d5855214b4b68b21d03ef57cc8d6182 that one of the 
vendors would rate as bad, however, when all the other report it as clean, it will be 
treated like a false positive. The result can been seen from the figure below (Figure 
13), only Ikarus verdict is ‘Win32.Outbreak’, where all the others’ verdict of the hash 
is ‘Clean’. In addition, in the figure below (Figure 13) there are plenty of vendors that 
verdict the hash as ‘Clean’ (see Figure 13) (Virustotal, 2017b). 
 
 






5 Evaluation of results 
In this chapter, the research results are summarized and also determine the results 
of the three vendors. The results of the research questions can be found in the table 
below. More detailed information on why the specific results were concluded will be 
discussed in chapter 6 – Conclusions and discussion. 
The results in Table 17 present the author’s personal views of the vendors after 
analyzing and reviewing the data of the thesis research.  
 
Table 17. Thesis research questions 
    
Vendor Vendor 1 Vendor 2 Vendor 3 
Scale: poor - fair - good - very good – 
excellent    
How good is the device at mitigating 
advanced threats? Very good Good Very good 
What are the capabilities of the logs, 
reports and polling the platform? Good Good Excellent 
What is the support level of the local 
vendor? Excellent Good Poor 
Does the cost of the device sum up to 
capabilities? Excellent Very Good Fair 
     
Scale: very easy - easy - normal - 
hard - very hard    
How much work is needed to set up the 
device? Normal Normal Easy 
How is the administration set up for day-











5.1 Summarization of threat results 
This chapter presents a summary of the malware and malicious emails by the 
vendors. 
Below is a chart for the identified malicious URLs per day (Figure 14). 
 
Figure 14. Summary of Malicious URLs per day 
 
Vendor 1 and vendor 2 follow each other quite closely through all the days when the 
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A similar chart for the malware per day (Figure 15) was created. In the malware 
graph, the vendors all have a very similar curve.   
 
  
Figure 15. Summary of Malware per day 
 
Having the summarized numbers as a graph helps to see that the vendors’ results in 
identifying malware compared to each other were quite close. The peaks are at 
somewhat same level for all. 
5.2 Threat prevention capabilities 
Comparing the three vendors, vendor1 and vendor 3 were rated as the vendors with 
the best threat prevention capability. The results of vendor 2 are not that far behind; 
however, looking at the results from the vendor’s own reports and then comparing 
them in Appendix 1 vendor 2 is still behind the other two in numbers. In many cases, 
vendor 3 identified malicious email whereas vendor 1 and vendor 2 did not identify it 
as malicious. Vendor 3 used similar threat identification tools as vendor 1 and vendor 
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vendor specific malware recognition engines. Still, the difference comes from the 
vendor specific capability to identify and mitigate threats. Also, bearing the threat 
prevention capability in mind, vendor 1 and vendor 2 can be configured and installed 
in the most complex network, and they carry out a good threat mitigation job, 
whereas vendor 3 could face problems having the role as first line of defense. The 
optimal setup would have vendor 1 or vendor 2 as the first line defense and vendor 3 
as the second line analyzing the flow that comes through the first line. How the 
vendor 3 identifies malicious URLs, it is better suited as the second line defense. 
 
5.3 Work needed for setting up system 
Vendor 3 was the easiest device to set up and install since it has less configuration 
options than vendor 1 and vendor 2, and also the device is designed to be easy to set 
up in the existing environment. If the environment is complex and requires more 
from the configuration, vendor 1 and especially vendor 2 are better suited for the 
job. Still in all vendors, with the setup and configuration of the devices for the thesis 
environment all had some setup or configuration issues that were struggled with. 
There is still a huge difference between setting up real hardware compared setting 
up a virtual device. Setting up the device with real hardware is so much more time 
consuming. One has to take into consideration e.g. racking space, cabling, power and 
switch configuration. Setting up a virtual device is much more straightforward. 
Instead of taking into account racking, power, cabling one needs to be sure that the 
virtual device gets enough resources e.g. CPU cores, disk space and virtual switch 
ports.  
 
5.4  Administration of device 
Comparing the administration gives the same answer as the installation part. Vendor 
3 has less configurable options, and the configuration will more likely stay more 
static, whereas more complex setups can be made with vendor 1 and vendor 2; i.e. 




vendors supported role based administration so the task and privileges can be 
divided between administrators. All vendors also supported outside authorization, so 
Radius or LDAP authentication could be used against a back-end server that offers 
centralized authentication to the devices. All the devices also have the opportunity to 
use their vendor-specific centralized management platform that will help a great deal 
if there are many threat prevention platforms. The same profiles and objects can 
then be used on multiple objects, which helps with generating a common threat rule 
base and profiles when the same objects can be utilized on all devices. 
5.5 Reports, logging and device polling 
All vendors provide pre-made reports and support scheduled delivery. Vendor 3 has 
more options to device polling and logging than the other two vendors. The reports 
generated on vendor 3 device are clear and easy to read. If the centralized 
management offered by the three vendors were to be used, data could be 
summarized from all devices or summarized reports created. It would also be easier 
to find specific emails or specific attacks when one can search all devices at the same 
time. The centralized management platform can work as a log-collector for log 
analysis, or one can use the device as a node to relay the logs further. 
5.6 Vendor support 
The vendor support is a critical aspect for getting help and problems solved. Vendor 
support is needed when the devices are ordered, licensed, device support contracts 
drafted, and when the actual support of the devices is needed. The setup and 
installation of the thesis research environment communication with all the vendors 
took place with getting the actual device (hardware or virtual) and licenses so they 
would operate. Some small issues were encountered and they showed that 
communication is needed with the vendor representative to help solve the issues. 
The skill levels of the support provided by all vendors are really good but the lacking 
of local support on vendor 3 makes vendor 1 and vendor 2 better in the comparison. 
Communication with vendor 3 took longer, as one needed to talk outside Finland in 




vendors. The major reason was the local support; vendor 1 was the most active, 
easily reached and approachable. It offered more than was asked for and was very 
helpful in the installation and setup part. Vendor 2’s global support must also be 
mentioned; after opening a ticket one gets help quickly and very professionally. This 
lead to the end result that the issues were quickly and efficiently resolved.  
  
5.7 Cost of the device compared to benefit 
All devices have costs, and comparing the hardware or virtual version and licenses, 
support contracts costs to the malware mitigation performance, vendor 1 has a really 
good cost/benefit ratio. Not far behind is vendor 2. With vendor 3, the costs are 




6 Conclusions and discussion 
6.1 General 
Comparing the three vendors with the same live email flow is something that has not 
been done in Cygate before. The comparison and use of the same flow indicates how 
well the different vendor platforms identified malware and malicious URLs. In 
addition, other useful knowledge was obtained from the thesis research, comparing 
the installation, administration and configuration of the three vendors.  
With the data and results from the thesis research, more details about the 
capabilities of the three vendors are identified and how they are positioned to each 
other in the sense of which vendor would suit to which customer and environment. 
This will be helpful knowledge in forthcoming installations and even more helpful 
when assessing on and discussing with customers which platform to use.  
The comparison between logging, polling and reporting capabilities of the devices 
can lead to new projects at Cygate internally and for customers, ways on how to get 
more out of the device management and monitoring. The use of sending events as 
http/https that vendor 3 supported could be interesting to work on more. The thesis 
could be used, for example, when making automatic tickets via a ticketing system or 
pushing values like IPs to a dynamic object and utilizing that object in the firewall 
policy for blacklist/whitelist purposes. The scheduled reports are a feature that has 
been in minimal use; however, it should also be a feature that needs more 
consideration on ways to get more out of it.  
The thesis research changed my understanding and pre-assumptions of the vendors. 
Much was learned in all the stages of the thesis research, all through installation, 
configuration, data collection, data comparison, and lastly, with the technical review 
and comparison of the results. The most interesting part of the stages is the actual 
installation of the devices and finding out about new features and tools as well as 
figuring out how they can be used in future projects. The most time consuming part 
was working on Appendix 1 and getting all results in the same Excel spreadsheet and 
making them somehow comparable to each other. It was also the most frustrating 




names from two vendors are the same, and combining them changes a great deal of 




On the biggest challenges in the thesis research was getting comparable results of 
the threat prevention from all vendors. All the vendors create a great number of logs, 
and comparing and cross-checking results manually is time consuming. If a new 
comparison on threat prevention platforms is done in the future, the 
recommendation is to use even more time on testing the output of the devices to 
make the comparison easier. Alternatively, to use a log collector to send all device 
logs via syslog and use the log collector’s tools to make comparison of the data 
collected. Also SNMP traps could be used for collecting the threat events and an 
SNMP tool for editing and comparing the data. I cannot say without testing if the log 
collector or SNMP collector would be less time consuming compared to manual 
comparison work. Installing and setting up the log collector or the SMNP analyzer 
should bring future use for the platforms so the installation and setup would not just 
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Appendix 1. Theat prevention summary – all vendors.  
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8.6.2017 6:54;90003bed49334b6eb0418cde73f4b156;NO HIT;;Malware;Malware;10371.zip;;sales@cygate.fi;115.84.93.195;;; 


























































































































































































































9.6.2017 5:46;f3432c9c24e8f01bb5f3305bfadb4811;NO HIT;;Malware;Malware;17392.zip;;servicedesk@cygate.fi;117.253.202.191;;; 






















































































































9.6.2017 10:44;ed0e6b9886120049d4f8f182defd8213;TROJ_GENZM.F299E00FI17 ;Malware;Malware;Malware;IMG_4007.ZIP;;Chandra@bdp.rs;84.54.132.58;;; 






































































































































































































































































































































































































































































































































































































































































12.6.2017 3:34;952c0cbc8a46d51ce385deba65f3e6cf;JS_NEMU.B2B35B1C ;Malware;;Malware;2028.js;;jmk372@cygate.fi;188.19.41.127;;; 
12.6.2017 3:34;983e200a51f3d16dca49f14afcfc903e;JS_NEMU.B2B35B1C ;Malware;;Malware;2028.zip;;jmk372@cygate.fi;188.19.41.127;;; 






12.6.2017 4:56;0dd344ea0a1312bcfee767225cec26e6;JS_NEMU.B2B35B1C ;Malware;;Malware;11514.zip;;rmcginnis@zaural.ru;31.163.170.22;;; 






























































12.6.2017 11:50;66614c34fff93519f4bf2e7e68f5e4c4;JS_NEMU.B2B35B1C ;Malware;;Malware;17148.zip;;m.verhart@cygate.fi;46.250.86.101;;; 
12.6.2017 11:50;72057378a6ea153a8d6fea65e9f0e491;JS_NEMU.B2B35B1C ;Malware;;Malware;968374248767.zip;;m.verhart@cygate.fi;46.250.86.101;;; 













12.6.2017 13:10;831bdc0cf9f784df3c715ea8cae69685;JS_NEMU.B2B35B1C ;Malware;;Malware;5201.zip;;lilbird@cygate.fi;37.79.188.226;;; 
12.6.2017 13:10;c6eb9cf8b7ffa0825902b5e9fe5dd258;JS_NEMU.B2B35B1C ;Malware;;Malware;5201.js;;lilbird@cygate.fi;37.79.188.226;;; 


















12.6.2017 15:08;234866d3a64e6c5ec577f3ee2855ead2;JS_NEMU.B2B35B1C ;Malware;;Malware;13850.zip;;bonomo.g@cygate.fi;31.163.31.89;;; 
12.6.2017 15:08;26d50d13e0412d5b644128cc397d1ffe;JS_NEMU.B2B35B1C ;Malware;;Malware;2918904231.zip;;bonomo.g@cygate.fi;31.163.31.89;;; 



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































14.6.2017 14:35;d202bd9ac670e0da6dd9857873f41e37;JS.Downloader.D;Malware;Malware;Malware;939295568.ZIP, DOC_4943.zip, 
untitled.wsf;;Janice.copland@savanoriauk.lt;27.7.167.162;;; 
14.6.2017 14:37;cf410a6beca16fce4fdc7157b5d0cbf4;JS.Downloader.D;Malware;Malware;Malware;51990426.ZIP, DOC_7257.zip, 
untitled.wsf;;Luis.flannagan@onurozkaya.co.uk;212.126.103.208;;; 








14.6.2017 14:39;92ef18d88c7b24fc663c98eb0d754286;JS.Downloader.D;Malware;Malware;Malware;233453178.ZIP, DOC_7176.zip, 
untitled.wsf;;Norris.thulburn@brandmotor.co.uk;14.140.221.69;;; 








14.6.2017 14:41;6980db11dba45834b81c5fd9e6678c95;JS.Downloader.D;Malware;Malware;Malware;09837524.ZIP, DOC_8959.zip, untitled.wsf;;Susan.unicomb@dg-
elliott.co.uk;36.255.6.3;;; 
14.6.2017 14:42;b91897db7bdaf6a100ce1c864dc2c478;JS.Downloader.D;Malware;Malware;Malware;562117768.ZIP;;Henrietta.athy@hindmoor.co.uk;113.184.158.181;;; 
14.6.2017 14:42;b91897db7bdaf6a100ce1c864dc2c478;JS.Downloader.D;Malware;Malware;Malware;60293510.ZIP, DOC_3633.zip, 
untitled.wsf;;Ronda.birley@dscleaningsvs.co.uk;103.239.147.129;;; 

































14.6.2017 14:46;da4e848a2f372510d2a41f4e957dfc40;Trojan.Gen.7;Malware;Malware;Malware;686280563.ZIP, DOC_8190.zip, 
untitled.wsf;;Randell.grieg@countrywaste.co.uk;92.55.80.108;;; 





























14.6.2017 14:50;fc0110e47f131366c4a4e011131fe55b;JS.Downloader.D;Malware;Malware;Malware;535114715.ZIP, DOC_5779.zip, 
untitled.wsf;;Karyn.bryden@wingmangroup.co.uk;37.111.129.112;;; 
14.6.2017 14:50;;;Malicious-URL;Malicious-URL;;;organiccaretrade.ru;fztxqupuoz@01930.com;112.193.130.116;;; 















































14.6.2017 14:57;0164ebfe7df812174ce16117f88e4def;JS.Downloader.D;Malware;Malware;Malware;19790604.ZIP, DOC_4519.zip, 
untitled.wsf;;Elmo.bunger@wilbrahamboilerservices.co.uk;117.241.97.82;;; 











14.6.2017 15:03;7def7e1ee509106f8743cd0efd4a1719;JS.Downloader.D;Malware;Malware;Malware;915844397.ZIP, DOC_9558.zip, 
untitled.wsf;;Pam.gascoigne@bellgrove.co.uk;117.215.226.75;;; 
















































14.6.2017 15:15;1c92ee08c1f68f3f8797bb7d7d2d138e;JS.Downloader.D;Malware;Malware;Malware;351695357.ZIP, DOC_5234.zip, 
untitled.wsf;;Yolanda.ellison@theweddingcars.co.uk;118.69.54.89;;; 
14.6.2017 15:16;82c5e7dd5c54287d9f6f46ce58ce0a5d;JS.Downloader.D;Malware;Malware;Malware;769402968.ZIP, DOC_1137.zip, 
untitled.wsf;;Beatrice.marksbury@hcmr.co.uk;117.211.40.27;;; 
14.6.2017 15:17;09423c3f9653a5aafa1fd3d60eb5b7f1;JS.Downloader.D;Malware;Malware;Malware;458601415.ZIP, DOC_3546.zip, 
untitled.wsf;;Jenny.pearson?@wychwood-treesurgeons.co.uk;154.72.148.34;;; 
14.6.2017 15:17;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_7333.ZIP;;Julianne@roadsendstudio.com;121.121.84.84;;; 
14.6.2017 15:17;4e89bff2c0b20fce2c160beddeaccb24;JS.Downloader.D;Malware;Malware;Malware;50153550.ZIP, DOC_2634.zip, 
untitled.wsf;;Mona.spillane@artofsound.co.uk;113.161.76.186;;; 
14.6.2017 15:36;;;Malicious-URL;Malicious-URL;;;ynlanta.cn;524083251154275.RU22255@bjpv.hmt-electric.com;49.140.65.25;;; 
14.6.2017 15:37;;;Malicious-URL;Malicious-URL;;;ynlanta.cn;nupqjh@hmt-ffb.de;49.140.65.25;;; 
14.6.2017 15:38;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_4699.ZIP;;Nelson@airlearn.net;45.65.48.14;;; 
14.6.2017 15:40;;;Malicious-URL;Malicious-URL;;;express-catalogs.com;;;;; 
14.6.2017 15:50;;;Malicious-URL;Malicious-URL;;;express-catalogs.com;;;;; 
14.6.2017 15:51;;;Malicious-URL;;;;bcontactscc.com;;;;; 
14.6.2017 15:52;;;Malicious-URL;Malicious-URL;;;homesmartreward.ru;noreplay@globalstorming.org;178.62.151.18;;; 
14.6.2017 15:55;;;Malicious-URL;Malicious-URL;;;familierabatnordic.dk;;;;; 
14.6.2017 16:06;;;Malicious-URL;Malicious-URL;;;ynlanta.cn;nzainodlm@hmsy.com;59.72.109.47;;; 
14.6.2017 16:15;;;Malicious-URL;Malicious-URL;;;composetop.com;bounce-matti.hartikka=cygate.fi@composetop.com;185.176.26.119;;; 
14.6.2017 16:23;;;Malicious-URL;Malicious-URL;;;ynlanta.cn;672264516560076.MQ76756@klj.hmt-electric.com;125.209.91.101;;; 
14.6.2017 16:29;;;Malicious-URL;Malicious-URL;;;hotcuringbargain.ru;noreplay@havertownstucco.org;212.26.132.124;;; 
14.6.2017 16:31;;;Malicious-URL;Malicious-URL;;;homesmartreward.ru;noreplay@pelivre.org;89.42.193.230;;; 
14.6.2017 16:35;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_9414.ZIP;;Blair@seamedintl.com;202.164.36.12;;; 
14.6.2017 
16:35;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_6740.ZIP;;Randolph@madeinsanfrancisco.org;171.49.192.250;;; 
14.6.2017 16:36;;;Malicious-URL;Malicious-URL;;;medicemail.com;;;;; 
14.6.2017 16:40;;;Malicious-URL;;;;bcontactscc.com;;;;; 
14.6.2017 16:41;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;;;Malware;IMG_2487.ZIP;;Darla@lockershield.net;124.124.211.237;;; 
14.6.2017 16:41;;;Malicious-URL;Malicious-URL;;;hotcuringbargain.ru;noreplay@memorycaresandiego.org;91.121.21.86;;; 
14.6.2017 16:43;;;Malicious-URL;Malicious-URL;;;marrytags.de;admin@marrytags.de;178.32.60.137;;; 
14.6.2017 16:43;;;Malicious-URL;Malicious-URL;;;express-catalogs.com;info@versionsnip.com;185.176.27.191;;; 
14.6.2017 16:51;;;;Malicious-URL;;;;info@ds.emailsent2u.com;185.79.21.29;;; 
14.6.2017 16:54;;;Malicious-URL;Malicious-URL;;;express-catalogs.com;;;;; 
14.6.2017 16:56;;;Malicious-URL;Malicious-URL;;;ceubags.com;no-reply@no-reply.vwins.cc;194.88.107.57;;; 
14.6.2017 16:59;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_9206.ZIP;;Daphne@spelc22.org;183.81.67.180;;; 
97 
 
 
14.6.2017 
17:02;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_6135.ZIP;;Lucas@nigelhopephotography.co.uk;113.160.147.137;;; 
14.6.2017 17:02;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_6795.ZIP;;Scotty@cyrc.kscoxmail.com;132.255.95.21;;; 
14.6.2017 
17:03;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_0537.ZIP;;Sherman@khanglobalacquisitions.com;14.191.119.181;;; 
14.6.2017 17:03;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_5980.ZIP;;Tanisha@musica.sk;117.247.84.135;;; 
14.6.2017 17:03;;;;Malicious-URL;;;;information@nations-direct.com;217.182.255.160;;; 
14.6.2017 17:17;;;Malicious-URL;Malicious-URL;;;composetop.com;info@composetop.com;185.176.26.65;;; 
14.6.2017 17:17;;;Malicious-URL;Malicious-URL;Malicious-URL;;amino-disqus.club;;;;; 
14.6.2017 17:22;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_1289.ZIP;;Jill@cedesma.com;123.28.185.128;;; 
14.6.2017 17:22;24413d0395fdeb5ea7e9148eed776e73;TROJ_IN.5BD4624C;Malware;Malware;Malware;IMG_6623.ZIP;;Suzanne@knits-n-knacks.com;190.102.81.181;;; 
14.6.2017 17:25;;;Malicious-URL;;;;transportsavs.ci;;;;; 
14.6.2017 17:32;;;Malicious-URL;Malicious-URL;;;transportsavs.ci;hargroves@jokon.com;113.166.143.83;;; 
14.6.2017 17:37;;;Malicious-URL;Malicious-URL;;;medicemail.com;;;;; 
14.6.2017 17:42;;;Malicious-URL;Malicious-URL;;;hotcuringbargain.ru;noreplay@sydneyhousecleaning.org;185.4.29.216;;; 
14.6.2017 17:42;;;;;Malicious-
URL;;hxxp://malgorzatajablonska.pl/administrator/components/com_joomgallery/temp/update/media/sitemap.html;supports@patrykwalczak.com;37.104.50.224;;; 
14.6.2017 17:45;;;Malicious-URL;Malicious-URL;;;hotcuringbargain.ru;noreplay@dontbet.org;212.159.100.201;;; 
14.6.2017 17:49;;;Malicious-URL;;;;mignonetyyup.com;;;;; 
14.6.2017 17:52;;;Malicious-URL;;Malicious-
URL;;hxxp://sosh8.uoteuch.ru/administrator/components/com_media/views/medialist/tmpl/sitemap.html;supports@patrykwalczak.com;200.48.77.89;;; 
14.6.2017 17:52;;;Malicious-URL;Malicious-URL;Malicious-URL;;amino-disqus.club;;;;; 
14.6.2017 17:55;;;;Malicious-URL;Malicious-URL;;hxxp://www.neerubajwa.in/wp-content/plugins/879848c0442.html;bufca@ramesystravel.co.uk;14.161.215.121;;; 
14.6.2017 17:58;;;Malicious-URL;Malicious-URL;Malicious-URL;;amino-disqus.club;;;;; 
14.6.2017 18:02;;;;;Malicious-URL;;hxxp://equaldayequalpay.net/file.php?document=cGF1bGEucGFra2FuZW5AY3lnYXRlLmZp;adp@lexalp.com;96.87.245.217;;; 
14.6.2017 18:05;;;;;Malicious-URL;;hxxp://LBCMARKETING.COM/file.php?document=amFyaS5iYWFybWFuQGN5Z2F0ZS5maQ==;adp@lexalp.com;166.171.123.59;;; 
14.6.2017 18:06;;;Malicious-URL;;;;cricketbasics.com;;;;; 
14.6.2017 18:09;;;;;Malicious-URL;;hxxp://www.efstathopouloslaw.gr/wp-
includes/js/tinymce/themes/advanced/skins/wp_theme/img/57596d321ed.html;postmaster@mail.reliable-mail.com;72.52.210.40;;; 
14.6.2017 18:10;;;Malicious-URL;Malicious-URL;;;marrytags.de;admin@marrytags.de;178.32.58.252;;; 
14.6.2017 18:10;;;;;Malicious-URL;;hxxp://equaldayequalpay.com/file.php?document=YXJpLmhvbG9wYWluZW5AY3lnYXRlLmZp;adp@lexalp.com;172.76.10.138;;; 
14.6.2017 18:13;;;;;Malicious-URL;;hxxp://LBCMARKETING.COM/file.php?document=YXJ0by5saXVra29uZW5AY3lnYXRlLmZp;adp@lexalp.com;96.92.154.218;;; 
14.6.2017 18:27;;;;;Malicious-URL;;hxxp://DELANEYBAYFUND.ORG/file.php?document=cmVpbWEucGVyaG9AY3lnYXRlLmZp;adp@lexalp.com;213.165.187.242;;; 
14.6.2017 18:28;;;;;Malicious-
URL;;hxxp://RISINGSTARSTHERAPY.COM/file.php?document=bWlrYWVsLmxhaHRvbmVuQGN5Z2F0ZS5maQ==;adp@lexalp.com;123.209.69.108;;; 
14.6.2017 18:35;;;Malicious-URL;;;;thedollwarehouse.com;;;;; 
14.6.2017 18:43;;;Malicious-URL;Malicious-URL;;;marrytags.de;admin@marrytags.de;51.255.15.239;;; 
14.6.2017 18:44;;;;;Malicious-URL;;hxxp://RISINGSTARSTHERAPY.COM/file.php?document=bWF0dGkua2FoaWxhQGN5Z2F0ZS5maQ==;adp@lexalp.com;75.108.63.248;;; 
14.6.2017 18:44;;;;;Malicious-URL;;hxxp://RISINGSTARSTHERAPY.COM/file.php?document=ZWV2YS5zaWh2b2xhQGN5Z2F0ZS5maQ==;adp@lexalp.com;70.119.253.232;;; 
14.6.2017 18:48;;;Malicious-URL;;;;neighborhoodhackers.com;;;;; 
14.6.2017 18:56;;;Malicious-URL;;;;thedollwarehouse.com;;;;; 
14.6.2017 18:58;;;;;Malicious-URL;;hxxp://LBCMARKETING.COM/file.php?document=bWlrYWVsLnBhYXZvbGFAY3lnYXRlLmZp;adp@lexalp.com;73.151.96.48;;; 
14.6.2017 18:59;;;Malicious-URL;Malicious-URL;;;sexy-dates.ru;info@WORKBENCH.br;1.54.215.181;;; 
14.6.2017 19:05;;;Malicious-URL;;;;mignonetyyup.com;;;;; 
14.6.2017 19:06;;;Malicious-URL;Malicious-URL;;;marrytags.de;admin@marrytags.de;178.32.58.252;;; 
14.6.2017 19:22;;;Malicious-URL;Malicious-URL;;;ynlanta.cn;624221455375685.PQ61680@zais.hmsc.harvard.edu;31.168.230.194;;; 
14.6.2017 19:22;;;;;Malicious-URL;;hxxp://uberattitude.com/file.php?document=YXJpLmhvbG9wYWluZW5AY3lnYXRlLmZp;adp@lexalp.com;174.79.188.175;;; 
14.6.2017 19:24;;;Malicious-URL;;;;mignonetyyup.com;;;;; 
14.6.2017 19:25;;;Malicious-URL;Malicious-URL;Malicious-URL;;amino-disqus.club;;;;; 
14.6.2017 19:27;;;;;Malicious-URL;;hxxp://tequilacapaz.com/file.php?document=am9ha2ltLnJvZWhyQGN5Z2F0ZS5maQ==;adp@lexalp.com;96.68.79.181;;; 
14.6.2017 19:30;;;;;Malicious-URL;;hxxp://www.rrrwellness.com/wp-content/themes/retro-fitted/3317cd41f4f.html;postmaster@ah105.wadax.ne.jp;211.1.224.155;;; 
14.6.2017 19:36;;;Malicious-URL;Malicious-URL;;;ynlanta.cn;833436580815066.EA70236@xgmv.hmshost.com;195.46.167.164;;; 
14.6.2017 19:47;;;Malicious-URL;Malicious-URL;;;ynlanta.cn;mkobpusxib@hmsheridan.co.uk;94.23.173.62;;; 
14.6.2017 19:53;;;Malicious-URL;;Malicious-
URL;;hxxp://TEQUILACLUBUS.ORG/file.php?document=dmlsbGUuZWVzdGlsYUBjeWdhdGUuZmk=;adp@lexalp.com;96.89.85.109;;; 
14.6.2017 20:00;;;Malicious-URL;;Malicious-
URL;;hxxp://TEQUILACLUBUS.ORG/file.php?document=bWlra28ua2FqYXZhQGN5Z2F0ZS5maQ==;adp@lexalp.com;75.145.204.62;;; 
14.6.2017 20:01;;;Malicious-URL;Malicious-URL;Malicious-URL;;amino-disqus.club;;;;; 
14.6.2017 20:10;;;Malicious-URL;Malicious-URL;;;multi-service.ma;a8b24ccb@avants.net;130.117.169.158;;; 
14.6.2017 20:16;;;Malicious-URL;Malicious-URL;;;trumpdue.com;info@trumppers.com;185.99.122.53;;; 
14.6.2017 20:23;f7bc2660856d9c3caf7c09d45edde845;Trojan.Maljava;Malware;Malware;Malware;Quotation.jar;;carlo@geshacoffeeco.com;203.113.243.213;;; 
14.6.2017 20:27;;;Malicious-URL;;Malicious-URL;;hxxp://lyftreviewer.com/file.php?document=YW50dGkua2FubmluZW5AY3lnYXRlLmZp;adp@lexalp.com;64.238.123.54;;; 
14.6.2017 20:29;;;Malicious-URL;;Malicious-URL;;hxxp://lyftreviewer.com/file.php?document=ZW5zdGkua2VudGFsYUBjeWdhdGUuZmk=;adp@lexalp.com;173.14.192.2;;; 
14.6.2017 20:30;;;Malicious-URL;Malicious-URL;;;homesmartreward.ru;noreplay@penmarketing.org;85.236.207.83;;; 
14.6.2017 20:31;;;Malicious-URL;;Malicious-URL;;hxxp://capaztequila.com/file.php?document=cHVyY2hhc2VAY3lnYXRlLmZp;adp@lexalp.com;70.120.231.127;;; 
14.6.2017 20:33;;;Malicious-URL;;Malicious-
URL;;hxxp://tequilacapaz.com/file.php?document=YW5kZXJzLnNrb2dzdGVyQGN5Z2F0ZS5maQ==;adp@lexalp.com;50.194.165.153;;; 
14.6.2017 20:35;;;Malicious-URL;Malicious-URL;Malicious-URL;;amino-disqus.club;;;;; 
14.6.2017 20:35;;;Malicious-URL;;;;tequilaclubus.org;;;;; 
14.6.2017 20:42;;;Malicious-URL;;Malicious-URL;;hxxp://capaztequila.com/file.php?document=c2FtdS52aXJ0YW1vQGN5Z2F0ZS5maQ==;adp@lexalp.com;67.63.231.26;;; 
14.6.2017 20:54;;;Malicious-URL;Malicious-URL;;;marrytags.de;admin@marrytags.de;51.254.238.130;;; 
14.6.2017 20:56;;;Malicious-URL;;Malicious-
URL;;hxxp://lyftreviewer.com/file.php?document=amFybW8uc2lsbGFucGFhQGN5Z2F0ZS5maQ==;adp@lexalp.com;174.127.18.90;;; 
